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Created an open
platform that covers
every threat vector
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directly into the network

cutting-edge integrations than any other
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Trend and distribution of server related security events

B Malware hosting
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B Phishing
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20k Event Type 2019 Q1 2019 Q2 2019 Q3 2019 Q4 2020 Q1
Defacement 318 532 1,120 591 572
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Payment will be raised on

5/15/2017 15:58:08

Your files will be lost on

5/19/2017 15:58:08

Time Left

Contact Us

3

Ooops, your files have been encrypted! -]
What Happened to My Computer? 2

Your important files are encrypted.

Many of your documents, photos, videos, databases and other files are no longer
accessible because they have been encrypted. Maybe you are busy looking for away to
recover your files, but do not waste your time. Nobody can recover your files without
our decryption service,

Can I Recover My Files? L

Sure. We guarantee that you canrecover all your files safely and easily. But you have
not so enough time,

You can decrypt some of your files for free. Try now by clicking <Decrypt>

But if you want to decrypt all your files, you need to pay

You only have 3 days to submit the payment. After that the price will be doubled
Also, if you don't pay in 7 days, you won't be able to recover your files forever

We will have free events for users who are so poor that they couldn't pay in 6 months

How Do I Pay?

Payment is accepted in Bitcoin only. For more information, click <About bitcoin>.

Please check the current price of Eitcoin and buy some bitcoins. For more information,
click <How to buy bitcoins>.

And send the correct amount to the address specified in this window.

After your payment, click <Check Payment>. Best time to check: 9:00am - 11:00am ~|

FOREN L e A oo T e T2 D

Send $300 worth of bitcoin to this address:

bitcoin
priablll | 11557 UMMngoj1pMvkpHijcRAFINXELrLN I



We have observed three broad categories of attacks leveraging COVID with known APT participation in each
of these categories:

¢ Malware and phishing campaigns using COVID-themed lures
» Attacks against organizations that carry out research and work related to COVID

e Fraud and disinformation



https://blog.talosintelligence.com/2020/03/covid-19-pandemic-threats.html
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Advance Malware Phishing Link Rewrite Email Spoofing
Protection Demo Demo Detection
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Cisco Duo
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Cisco
AnyConnect
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Cisco Umbrella :
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Secure Endpoint |
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cisco Secure

from anywhere

Remote workers
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/ _= \ Cisco Secure Remote Worker
Verify, enable secure access, and

i defend remote workers at anytime,

é JaaS and SaaS

Webex Cloud
Simple, smart, and
secure collaboration from
anywhere, on any device

» " Webex Calling | ({

Corporate Network
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AnyConnect

enables secure access to
the enterprise network
for any user, from any
device, at any time, in
any location.

Umbrella

provides the first line

of defence against threats
on the internet wherever
users go.

Protect
in 30
mins
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verifies the identity
of all users before
granting access to

corporate applications.

AMP for
Endpoints

provides the last line

of defence, enabling
protection, detection and
response on the endpoint
against known and
unknown threats.
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